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ML + Networking

• Device fingerprinting


• OS detection


• Website fingerprinting


• Application identification


• Protocol fingerprinting


• Anomaly detection


• …
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Motivation



Classic ML Pipeline
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Bespoke Solutions
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Generalizable Solutions?

5

 Hypothesize

Problem

Gather 

Traffic

Engineer 

Features

Data

Processing

Train 

Models

Motivation



Are We Working Too Hard?
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nPrint
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Automate This Step?
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Automated Machine Learning

• Model selection


• Feature selection


• Hyperparameter search

9

Training

Models



nPrintML
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8 Discrete Case Studies
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Outperforming

Hand-engineered Solutions
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Thank You!

github.com/nprint/
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